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others, use social media for marketing.
Click herdo access our resources.

Introduction

Now that you have begun exploringeg many exciting possibilities of social media when it

comes to agency marketing and promotion, you will also want to take some time to learn about
how to stay safe onlinéAlthough social media marketing offers many benefits and advantages
to literacy organizations and other ngarofit agenciesthere are also associated risks with any
online activity.In this modulewe will share tips, tools, information and resources about

creating strong passworgdsecurity software, social media polisiand moreto help keep your
organization safe online

Online Privacy

One of he biggest concesthat people have

O N Li N E about being online is protecting their privacy.
PRIVACY ~ seoveiviigy s iarmomon
o e

people will willingly share a laif information
about themselves while others may use a
pseudonym or share very little informatioh.is
important for every persomo decide what
information they are comfortable sharing online

- One of the best ways to safeguard your personal
privacy when usingogial media to market your neprofit agency is to use organizational
profiles and accounts rather than your personal accounts. Not only does this protect your
privacy as an individual, it also makes it easier to share the administration of organizational
accounts because multiple staff membgos even volunteerscan be given access to g
information.
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As an individual, you may be reluctant to share things online. HoweVen w comes tasocial
media marketingit is important to share because youestrying to let people know about your
agency and the great work that it doddut remember- organizational online privacy and
personal online privacy are not the same thing! ¥anadminister organizational social media
profiles without impacting youpersonal online privacy. For examplgien you create an
organizational social media account or profile, be sure to register with an organizatioadll
rather thanusing your personal email address.

Always pst, tweet and share as the organizatjoather than asan individual. Each éf [ h Q a
modulesclearly outlines how to set up an account as an organizdtoeach ofthe various
social media channels described in the modules.

It is also a good idea to regularly review privacy policies for all social mediaa®tigyhave a
tendency to be changed and updated frequently. Click on the name of each social media tool to
access their privacy information:

wk A
o PRIVACY POLICY

YouTube
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Passwords

Strong passwords are one of the first lines of defence when
comes toonline actvity. After all, if hackers canhaccess
@2dzNJ LINPFAESE YR I OO2dzyidas
some strategies to help you choose and use effective
organizational (and persongpasswords.

1. Donot use the same password for all of yagcounts! In reality, however, many of us
do this simply because it seems impossible to remember a longfldifferent
passwordsOne strategy to combineeality with good practice i® usea common root
word andthen addingsomething different for edt account. For example, if the root

LI & & ¢ &f&E ABKENI @120S06 221 Llsafaim2 NGRK A 23z 8R2 daNS  ¢a

LI 3462 NR safgritf RI B &2 2y

If you choose to use thi®ot passwordsystemfor your organizational accountgou
can m&e it even more secure by adding numbers to your systemn.example,

Al FIENAFOoHAMNE A& Y2NB aSOdzNB GKFy 2dzai
guess or hacgleven if someone is aware of your root word system. For an even greater
level of secuty, add a special character (!, @, #, $, %) and use a mix of - ger
lower-OF &S €t SGGSNARA® dal FFNAC. HamMnl HE Aad Y20
2NRAIAYEFE dal FENATOE 2LIWGA2Y D

2. Keep a list of your password$his may seem countémtuitive; however, ya maynot
remember each of your passwords time goes orAlso, while some online accounts
allow, and even encouragé¢he use of special characters as suggested above, others do
not allow them Thereforeit may become difficult to keep track of the var®wot word
combinations you have createth the case of organizational passwords, it is good
practice forat least two staff members to have access to the password list. Tdnie ief
the few times it may be more beneficial for you to ysat+and-papertechnology.

Rather than creating a Word document with your passwords that someone could
access, actually write them down on paper. Be sure to keep the list of passwords in a
safe place.
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3. Another strategy for staying safe online is to change
passwordgsegularly. Some workplaces and websites are s
up so that passwords expire after a set amount of time an ,‘
you have no choice except to change them. Once atain Change
reality is that few people do this because it can seem like passwo rd
lot of work.Maintaining a corplete list of each \
organizational account and its individual passwasl
suggested abovean help make the job of changing
passwords more manageable.

4. When creatingpasswordsuse compound words. They are more difficult to figure out.
C2NJ SEF YLIISKRE d ¥ 86 aINE ¢S INR det i y A G FSIsAG&EE A &
GfE AGSNYX Oeed . dzi R2Yy Qi YIS Al 200A2dzaH L
Ff2y3 GKS ftAySa 2F a! ./ [AGSNI Oe! 3SyOeé o

5. 52y Qi dzaS 200A2dza ISYSNAO @R2ANRMH NP LIK N SR
AdzNLINRAASR G K2g Ylye LIS2LXS R2 GKAADPOL 52V
Insurance Number, or your name. Rolistofy 2 NBE O2YY2yf & dzaSR daol R
avoid, vidi Top 25 common, attackable passwor@da ZDNet).

6. Longeris better. Shott)r 8 A 6 2 NRa | NB Y2NB f AGoSdki@ G2 065 K
Knowé iteareports that there are almost one quintillion posiEtdO-character
LI & & ¢ 2 NRaildd of pokskbilities!

7. Mix up numbers, letters and special characters. This makes passwords harder to crack.
C2NJ SEF YLX Sz dcStst288 Rt 6 BivriRaEFekaldior akiNg

8. ¢dzNy | LIKN}I &S Ayid2 | LI &a&é2NRd® C2NJ SEF YLX S
F3SyOe 2FFSNE OflaasSa FTADS RthecaredpondirgS1¢ |y
letters and numbers: Oalaoc5daw.

9. You can use onlin@ols suchas. A ONP 4 2 T 0 0a { | T StoehecktieR { S OdzNA
strength of your password.

10.LFT @2dzQNB &G dzYLISRX FyR &2dz OF y Hiron®2YS dzLJ 4
Password Generatdool a try.
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Safe Surfing

When you are involved in marketing and promoting .‘_!\

your agency using social media, you are also going tc St

u edia, als O, www. o
68 GAdNFAY3I (KS WySdés f : NDS &S
blogs, visitin®  KSNJ F 38y OASaQ a2 \ ‘ 5

=
ey

sharing posts and Tweetnd so on. Here are some
tips and ideas to help you stay safelineand keep
your computer virudree.

1. Stay p-to-date. Take advantage blilt-in updating tools provided by both Windows
and Mac operating systems. Often, the updates provided by these systems include
security patches that can help you stay safe.

2. Do not download programs or software from unfamiliar sites. They may contain
malware or viruses.

3. Never click on email links thaskyou to verify banking account information. Banks will
NEVER send this type of request.

4. 52y Q0 2LISy SYIFAf FaGdrOKYSyida 2N Ot AO] 2y f
know the sender, buttheemA f A ay Qi Ay OKF NI OGSNI F2NJ GKI i

5. 52y Qi Ot AOl 2y fAyla GKIFG 2FFSNI G2 akKz2g @2
GAYUSNBaldAy3Ié D

6. .S OFNBTFdzA 2F tAyla 2y ¢6A0GGSNE LI NI AOdz | N
sites sich as television networks and newspapers are generally safe. Some applications
(e.g., TweetDeck) will show the full URL before you click, @mich can help you
RSGSNXYAYS AF AdGQa | &alFS tAylo®

7. Be careful when downloading music and videos. Use trusted siich as iTunes to
purchase digital content. YouTube and Vimeo are good choices for free video content,
but be careful with YouTube links to movies or television shows. File sharing sites that
offer free content (e.g., Pirate Bay, Torrentz) are espgcikhgerous. If you want to
watch a movie or television show, look for it on a reputable network or broadcast
website (CTV, CBC, Global, Netflix, etc.).
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8. Be careful with web searches. Although search engines such as Google, Bing and others
are very usefuldols when it comes to finding information on the internet, occasionally
they may also inadvertently provide you with search results that lead to malware and
other problems. Most security software will alert you to dangerous websites, but in
general, choossearch results from trusted sources and familiar websites where
possible.

9.1 aS OldziA2y 6KSYy AyadarftAy3a LI AOFGA2ya 2
f A1 Sé¢ 0 dailég@nyateappligatonsythat let you see who viewed your Facebook
profile. Avoid these applications along with quizzes about which Harry Potter character
you are, or similar applications that require you to download and install anything.
is a good source of information about Faoek scams and dangerous
applications.

(@]

10.LF AG f221a G22 322R (2 06S (NMzST AdG LINROI
PMnn IAFEG OFNRéED® [/ 2YLIyASa airavyLie R2 yz2i
simplya way for spammers to get yoemail A good source ohformation on scams
and other questionable internet content is

No

11.Be careful where and how you share your personal information online. Everyone has a
different comfort level when it come® what they are willing to share. Some people
are comfortable using sites such as Facebook and Twitter. Some people use their real
names and post personal pictures, while others prefer to use a pseudonym and/or an
avatar. Do not post your home addresstelephone number on social media sités
mentioned earlier, you can avoid using your personal social media accounts by setting
up organizational accounts.

12.Create an email address specifically for social media sites and for website registration.
Even legimate and trusted sites may use your email to send you information or
advertising that you are not really interested in. Many people create an email
specifically for their online activity to keep their main email clean and uncluttered.
When posting from gur organizational profile or account, be sure to use a generic
organizational email (e.gy; )rrather than your regular work email.

13.CAYy Lt tez 6S F fAGGES LI NJ-ydzﬁAREI éasaynﬁymﬂzw
careful.
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Security Software

Literacy educators, administrators, learners and volunteers are spending increasing amounts of
time online. So how do we know what is safe? How can we avoid clicking on an interesting link
and unknowngly downloadhg a virus or malware to our computer?

The first line of defense to staying safe while browsing online is to install reliable security
software.If your computer comes with security software already installed, be sure you know
how to set it yp and use itThere are some free and legost options available, but often they

offer limited protection, so you will need to spend a bit of money to gain more security. Many
software provides will allow you to download a free tritd test outthe software.Youmayalso
purchase licenses to protect multiple computers in your agency. Most security software will
alert you if a link or website is potentially unsafe, which can save you time, trouble and money.
Some of the popular security software choicedune:

1 AVG Security g
S P
T BitDefender j" . l§hackers -
mt(i::"rﬂgt‘\s f p I‘D 'rnmjgﬁgwmlk
MCAfee activi qu ‘lheft a T Bd £ networis om
! ._,_. ec n« MsI ""'"'CybETInfeCtedL
T Norton (Symantec) VII"US W re inlernatlnnul
jpeaSpyware
N
ﬂ Tl’end |\/|ICI’O E terronsm E

Top Ten Revievoffers a comprehensive review of security softwarais list, which is updated
frequently, mayhelp you choose the right praeatt for your neds and budgetf you need more
information to help you make that choice, be sure to read fibllowing helpful articles from
About.comand TechNews Daily
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http://avg.com/
http://www.bitdefender.com/
http://www.mcafee.com/ca
http://www.symantec.com/
http://www.trendmicro.com/
http://internet-security-suite-review.toptenreviews.com/?cmpid=ttr-snd
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http://www.technewsdaily.com/7966-best-internet-security-software.html
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Staying Safe with \AHi

LayQid Al 62yRSNFdz GKIFG ¢S OlhgnksdoSviraledsyige®@ G SR |
connections and mobile devices? However, just like everything else associated with digital
technology, the benefits also come with risks.

Within your workplace, wireless connections should be set up as secure networks tmtjat
authorized people can access them. This not only helps protect your privacy and your data, it
can also keep unwanted people from using your account beyond itpgacelimits which could
cost your organization a lot of money!

Whenyou aretraveling Y R | g & FNBY @2dz2NJ 2NBFYAT IGA2yQa Yy
another wireless connection (e.g., in a hotel, a coffee shop, or an airport), here are some tips to
help keep you safe:

1 Turn off file sharing That way, no one can access your data on a pubkhared
connection.

OnaPQ LISy @&2dzNJ / 2y NRf tlySt FyR 32 (G2 abSig2N]
GKS STl aARS>Y OK22aS daOKIy3aS I ROFYOSR &Kl NRY
including file sharing and public folder simy that you can turn off when travelling. You can

easily turn them back on if you share files at home or with other trusted users.

Change sharing options for different network profiles

Windows crestes s separate network profile for each network you use. You can choose specific options for
each profile,

Home or Work (current profile) A
Network discovery

When network discovery is on, this computer can see other network computers and devices and is
wisible to other network computers. What i3 network diucovery?

Turm on network discovery
© Turn off network discovery

File and printer sharing

When file and printer shasing is on, files and printers that you have shared from this computer can
be accessed by people on the network.

Turm on file and printer shaning
© Tutn off file and printer sharing

Public folder sharing

When Public folder sharing is on, people on the network, including homegroup members, can
access files in the Public folders, What are the Public folders?

Tur on shanng so anyone with network access can read and write files in the Public folders
© Tum off Public folder sharing (people logged on to thes computer can still access these
folders)
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On  Service

| Screen Sharing
| File Sharing

| Printer Sharing

Remote Login

. | Remote Management

. | Remote Apple Events
Internet Sharing

. | Bluetooth Sharing

1 Turn on firewall protection This stops any attempts to connect to your computer.

1 Keep your security software runnindrhis ensurethat attempts to access your
computer are blocked.

1 Password protected connections are genesaflafer than open connectiont.ook for
GKS t201SR LIRfE201 AO2y 2y GKS tAad 2F% I O
the password to be able to use these networks!

1 Avoid accessing highly sensitive informatipsuch as
bank accountson a public network. If you do need t
access sensitive information, look for a locked
padlock icon in the corner of the browser window
and make sure that the web address begins with
https (this indicates a secure site).
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1 Consider purchasing and setting a Virtual Private NetworVPN), especially if your
work requires you to travel frequently. This is the most secure way to use public
networkst / 2 2 NI RQa 9 NA O DSASNI gNR énSyadout WPBI§ LIF dzf |

that explains why you should use one and how to set one up.

T LT &2dz R2y Qi ySSR (2p 03 0 dzN
your wireless connectiod 2 G KF G A || Trottier Network Connected gl
connect without you knowing. T rottier Guest Network n
| G2 AR (G2KYS GGA-GlE £ £ &  O2 || S linkshare 90022 L
0KEG &2dz2N) O2 YLzl SNI R reckus A G K2 dzl
you knowing Burcter M
On a PQgointo the Control Panel anchoose Rogers58370 oM
the Network and Sharing Centréhen gL Gt |2
Ok224S 402yySOG d2 K| . L Attoas
list of all available wii networks. P
When choosing the network in your home or || . bietwor e
I GNHzaGSR 20l GA2y > FGAOI f
O2yyS0Gs 2LIA2y OKSG| rememtal “224Ay3
a network in a public setting such as a hotel, Open Network and Sharing Center
airport or coffee shopuncheck the .
GFdzi2yrigaodrtte o- -2 o=
Status: Connected | Turn Wi-Fi Off |
On a Mac, pen your System Wi-Fi is connected to Trottier Network and

has the IP address 192.168.0.19.
Preferences, and then choose the

Network icon. In the dialogue box

that appears, you can choose to turt

Wl_fl Off’ and yOU can aISO SeIeCt the Known networks will be joined automatically.

Option tO be aSked |f yOU Want tO If no known networks are available, you will be
asked before joining a new network.

join new networks that are available.

Network Name: | Trottier Network =

V Ask to join new networks

1 If you are using &ee Wi-Ficonnectionin apublicsetting,be sure that you are
connecting to the right network Sometimes hackers will set up a fake network that
gives them access to your information. Ask the streestaurantemployees what the
name of the network is.
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Risk to Reputation

It takes 20 years to build a reputation and five minutes to ruin it. If you think about
GKFGZ @2dzQff R2 GKAy3da RAFFSNBy

~ Warren Buffett

Social media allows organizations to create an online presence and to interagjlobid

commurities on a virtually instant basis. While this makes social media a very powerful tool for
marketing for norprofit agencies, it alscepresentsa real risk targanizationateputation.

Here are some strategies to help you develop and maintain an eféeatid vibrant
2NBFYATFGA2Yy 1 E a20AFt YSRAI LINRBFA{S gAGK2dzi R

Many people use tools likeootSuiteor TweetDeclwhich allow you to post frorboth your

personal and organizational social media profilgshout having to log in and out of each one

separately While theseare terrific timesaversalways be sure thatou are posting from the

right profile. There are plenty of examples of staff m@ars accidentally posting personal

GsSSia IyR O2YYSyia 2y (GKS 2NAFIYyATIGA2yQa | OO

Think before you click. Sometimes, you might want to share a bit of humour with your
organizational followersTake a moment to consider if the humamight be offensivéo some
readers. Fortunately, there are plenty of noontroversial photos and funny posts circurhg
on social medighat you can share.

a2y AG2N) @2dzNJ a20AFf YSR fS AdGQ
G2 LRad NB3Idf I NI&s AGQa @ G2 NBI
followers might be posting to your account.

Sometimes people will post spam or inappropriate . <& ol

content, so you want to remove this as soon as Sy N\=

possible. Leaving your accounts unmonitored leaves )JMR% o

you exposed to reputational risk. You can easily set social 2 fromatcaes

alerts from you social media profiles that will let you Y\\ /

know when someone has posted to your wall or Competior ‘

mentioned you in a tweet, so you can easily keep ar 04 \

eye on your accounts without having to log in multipl
times each day.
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PLILI2AY G | a20AF f Y S Ronéor tivd i2dpl8 i ydbr Niadiyatiod shbutdt S R €
be given the responsibility to maintain your social media accounts. This allows for consistency

in messageand makes it easier to adhere to your social media politiedsoreduces your

exposure tareputational risk.

Sharing pictures and personal stories on social media cavbey powerful tool for norprofit
agencies when it comes to marketing and promotion. However, be sure that you have the
proper consent from anyone appearing in any photogmaphvideos that you post on any of

your social media accounts or on your website. Be sure that everyone understands that their
picture may be shared far and wide by hundreds or even thousands of people. Always-double
check to make sure that everyone invetl ¢ staff, students, clients, volunteersis aware of

just where their picture will be shared and how it will be used.
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Sample Policies
LT &2dz KI @Sy Qi &Sid ONBFGSR I a20Alf YSRAI LXlf
encourages you tase ourSocial Media Guidelinde help you develop youpolicy:
Gommunity Literacy of Ontaribelieves in using social media in a way that informs, inspires and
showsrespect for people.
47 AT OOOA A pPOI FAOOCEI T AT TT1ETA DOAOGAT AAh #, 1
procedures:

1 No staff menber or volunteery & ONXIF GS Fyeé ({AYyR 2F I a20Al

name without approval from management
Only people aproved by management may make social media postings pnhb@half

1
T /[ hQ& YFyF38YSyid Attt Sya&adNB GKFG Ftt &2 O0A

privacy controls

T LG A& GKS NBalLRyaAiroAtAaAle 2F /[ hQa Yaeyl 3SYS

appropriate

All social media postings made by CLO will:

1 Show respect for human dignity

1 Respect the spirit of the Ontario Human Rights Code
T wSALISOO /[ hQa O2NB QI f dzSa
1

wSALISOG LIS2L) SQ& LINAGEFO8 YR O2YyFARSYGAL A

CLO considers the following typesmdstings by us or others on our Facebook or other social
media sites to be unacceptable:

1 Defamatory or offensive postings, including swear words or verbal abuse

1 Postings that are racist or sexist in nature or are a violation of huigais

9 Postings that e against the spirit of the Human Rights Code

9 Postings that are politically partisan or sectarian in nature

1 Postings from external individuals or organizations that are intended to solicit business

for an external individual or company
T Spam comments

Unaceptable comments will be removed from our social media accounts. Repeat offenders will
be warned and, if necessary, banned from our social media accounts.
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Sample Social Media Policy

This policy was created based on a number of examples that CLOdfmimglthe course of its
research for this project

Our workplace supports the responsible use of social media. Therefore, we have prepared the
following policies to guide the use of social media.

T

Community Literacy of Ontario
www.communityliteracyofontario.ca/social-media-marketing

In order to maintain personal privacy, staff members vglaoticipate in social media in
the workplace are encouraged to establish a welated social media profile that is
separate from their personal profile.

Staff members who participate in werklated social media will ensure that strong
privacy controls ge used and that these controls are reviewed and updated regularly.

hyteé | dziK2NAT SR AYRAQGARdAzZ ta YIeée LkRad dzJRI
accounts, website and other online presences.

lye AYTF2NXIGA2Yy LI&adGdSR (2 ouhtdzM@bsitel@ othed T | G A 2y
online presences will avoid controversial topics and will respect human rights and
dignity.

A

LY FLLINRLINRIFGS LK2G§23aINF K& FYRk2NJ fy3dz 38
social media accounts.

No staff member, volunteer, cliemr student may create a social media account for our
organization without approval from management.

No staff member, volunteer, client or student may post or tag the name, photograph or
other identifying information of another staff member, volunteer, oli®r student
gAOK2dz G0KIFIG AYRAGARzZfQa (y2¢ftSR3IS yR LIS
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Sample Digital Technology Policy

The following policy was developed by CLO ,diaffed on numerous examples that we found in
our research. It is a very comprehensive policy and maydmohore detail than some agencies
need, but it can be adapted to suit individual agency needs.

Our workplace wishes to encourage the correct and proper use of digital technology and
expects that technology is used during the normal course of work. Wetwishcourage
appropriate internet use. This policy outlines how our staff and volunteers can use digital
technology professionally, ethically and lawfully, while maintaining the safety and security of
information and property, without compromising confidktity.

Our workplace provides internet access for its staff, volunteers, clients and students for
learning, teaching and administrative purposes. Internet use may be subject to monitoring,
including sites visited, as allowed by law. Any individual wgital technology inappropriately
could put our workplace and/or its employees, volunteers, clients and students at risk.

No one shall:

1 Access, display, print, upload, share or download offensive or inappropriate material.
This includes (but is not limiteto) material related to pornography, mature content,
gambling, illegal substances, racism, sexism, violence and/or illegal activity

1 Knowingly create, download, upload or transmit data or material that can corrupt or
RSaiGNRe 20KSNJ dzawdryB Q RIF Gl F YRk 2N KI NR
1 Disclog financial or operational information that is not public

9 Disclose or share personal information about other employees, volunteers, clients
and/or students

91 Publish or reproduce material thaelongsto others without their knowledge and
permission. Any material that is shared will be attributed @otdircedappropriately and
accurately and

1 All volunteers and staff members shall create and use strong, secure passwords. These
passwords will be kept confidential and only be shared as needédapjproved
individuals.
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There are plenty of myths around cyber risks

YR (SOKyz2f23& Ay 3ASYSNIftod LYy GKAA aSOGA2Y> ¢
separate some of the common myths from

fact.

Security software cahe very valuable and can definitely help you avoid dangerous websites or
unsafe files, but in order for it to be effective, it needs to be updated regularly. New internet
viruses and scams are constantly being invented, and good security software compiinies
provide updates to keep you protected from the latest threats.

While Apple and Macintosh products are less likely to become infected, Apple and Mac users

can transmit infected filesr links(often without knowing). If youra a Mac user, be sure to
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known as the Typhoid Mary of the internet world!
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are, in fact designed to steal your information. Good security software can help identify these
dangerous sites so yaan avoid them. It is also good to know some communications hasics

such as the fact that banks will never send you an email asking you to go to a website to update
or verify your password. This type of email should be deleted immediately.

Legitimate websites can be compromised or hacked into, so it is possible to be scammed at any
website. There are also dangerous websites that pose as legitimate sites, and it can be difficult
to identify them without searity software.



