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Introduction 
Now that you have begun exploring the many exciting possibilities of social media when it 

comes to agency marketing and promotion, you will also want to take some time to learn about 

how to stay safe online. Although social media marketing offers many benefits and advantages 

to literacy organizations and other non-profit agencies, there are also associated risks with any 

online activity. In this module, we will share tips, tools, information and resources about 

creating strong passwords, security software, social media policies, and more to help keep your 

organization safe online.  

Online Privacy 

One of the biggest concerns that people have 

about being online is protecting their privacy. 

9ǾŜǊȅƻƴŜΩǎ ŎƻƳŦƻǊǘ ƭŜǾŜƭ ƛǎ ŘƛŦŦŜǊŜƴǘΣ ǎƻ ǎƻƳŜ 

people will willingly share a lot of information 

about themselves while others may use a 

pseudonym or share very little information. It is 

important for every person to decide what 

information they are comfortable sharing online.  

One of the best ways to safeguard your personal 

privacy when using social media to market your non-profit agency is to use organizational 

profiles and accounts rather than your personal accounts. Not only does this protect your 

privacy as an individual, it also makes it easier to share the administration of organizational 

accounts because multiple staff members, or even volunteers, can be given access to log-in 

information. 

Welcome to ΨSocial Media Privacy ŀƴŘ {ŀŦŜǘȅΩ, one of the 

training ƳƻŘǳƭŜǎ ŦǊƻƳ /ƻƳƳǳƴƛǘȅ [ƛǘŜǊŀŎȅ ƻŦ hƴǘŀǊƛƻΩǎ 

Social Media Marketing project. This project is designed to 

ŘŜǾŜƭƻǇ ǊŜǎƻǳǊŎŜǎ ǘƻ ƘŜƭǇ hƴǘŀǊƛƻΩǎ ƭƛǘŜǊŀŎȅ ŀƎŜƴŎƛŜǎΣ ŀƴŘ 

others, use social media for marketing.  

Click here to access our resources. 

http://bit.ly/CLOSMMProject
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As an individual, you may be reluctant to share things online. However, when it comes to social 

media marketing, it is important to share because you are trying to let people know about your 

agency and the great work that it does. But remember -- organizational online privacy and 

personal online privacy are not the same thing! You can administer organizational social media 

profiles without impacting your personal online privacy. For example, when you create an 

organizational social media account or profile, be sure to register with an organizational email 

rather than using your personal email address.  

Always post, tweet and share as the organization, rather than as an individual. Each of /[hΩǎ 

modules clearly outlines how to set up an account as an organization for each of the various 

social media channels described in the modules. 

It is also a good idea to regularly review privacy policies for all social media tools, as they have a 

tendency to be changed and updated frequently. Click on the name of each social media tool to 

access their privacy information: 

¶ Facebook 

¶ Twitter  

¶ LinkedIn  

¶ Pinterest 

¶ Instagram 

¶ YouTube 

  

http://www.facebook.com/help/privacy
https://twitter.com/privacy
http://www.linkedin.com/legal/privacy-policy
https://about.pinterest.com/en/privacy
http://instagram.com/about/legal/privacy/
https://support.google.com/youtube/topic/2803240?hl=en-GB&ref_topic=2676378
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Passwords 

Strong passwords are one of the first lines of defence when it 

comes to online activity. After all, if hackers cannot access 

ȅƻǳǊ ǇǊƻŦƛƭŜǎ ŀƴŘ ŀŎŎƻǳƴǘǎΣ ǘƘŜȅ ŎŀƴΩǘ ŎŀǳǎŜ ǘǊƻǳōƭŜΦ .Ŝƭƻǿ ŀǊŜ 

some strategies to help you choose and use effective 

organizational (and personal) passwords. 

1. Do not use the same password for all of your accounts! In reality, however, many of us 

do this simply because it seems impossible to remember a long list of different 

passwords. One strategy to combine reality with good practice is to use a common root 

word and then adding something different for each account. For example, if the root 

ǇŀǎǎǿƻǊŘ ƛǎ άsafariέ ǘƘŜƴ ȅƻǳǊ CŀŎŜōƻƻƪ ǇŀǎǎǿƻǊŘ ŎƻǳƭŘ ōŜ άsafarifbέ ǿƘƛƭŜ ȅƻǳǊ ¢ǿƛǘǘŜǊ 

ǇŀǎǎǿƻǊŘ ǿƻǳƭŘ ōŜ άsafaritwέ ŀƴŘ ǎƻ ƻƴΦ  

If you choose to use this root password system for your organizational accounts, you 

can make it even more secure by adding numbers to your system. For example, 

άǎŀŦŀǊƛŦōнлмпέ ƛǎ ƳƻǊŜ ǎŜŎǳǊŜ ǘƘŀƴ Ƨǳǎǘ άǎŀŦŀǊƛŦōέ ŀƴŘ ƳŀƪŜǎ ȅƻǳǊ ǇŀǎǎǿƻǊŘ ƘŀǊŘŜǊ ǘƻ 

guess or hack, even if someone is aware of your root word system. For an even greater 

level of security, add a special character (!, @, #, $, %) and use a mix of upper- and 

lower-ŎŀǎŜ ƭŜǘǘŜǊǎΦ άǎŀŦŀǊƛC.нлмпІΗέ ƛǎ ƴƻǿ ŀ ƳǳŎƘ ƳƻǊŜ ǎŜŎǳǊŜ ǇŀǎǎǿƻǊŘ ǘƘŀƴ ǘƘŜ 

ƻǊƛƎƛƴŀƭ άǎŀŦŀǊƛŦōέ ƻǇǘƛƻƴΦ 

2. Keep a list of your passwords. This may seem counter-intuitive; however, you may not 

remember each of your passwords as time goes on. Also, while some online accounts 

allow, and even encourage, the use of special characters as suggested above, others do 

not allow them. Therefore it may become difficult to keep track of the various root word 

combinations you have created. In the case of organizational passwords, it is good 

practice for at least two staff members to have access to the password list. This is one of 

the few times it may be more beneficial for you to use pen-and-paper technology. 

Rather than creating a Word document with your passwords that someone could 

access, actually write them down on paper. Be sure to keep the list of passwords in a 

safe place. 
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3. Another strategy for staying safe online is to change 

passwords regularly. Some workplaces and websites are set 

up so that passwords expire after a set amount of time and 

you have no choice except to change them. Once again the 

reality is that few people do this because it can seem like a 

lot of work. Maintaining a complete list of each 

organizational account and its individual password, as 

suggested above, can help make the job of changing 

passwords more manageable. 

4. When creating passwords, use compound words. They are more difficult to figure out. 

CƻǊ ŜȄŀƳǇƭŜΣ άƴŜǿǎǇŀǇŜǊέ ƛǎ ǎǘǊƻƴƎŜǊ ǘƘŀƴ άƴŜǿǎέΣ and άŀŘǳƭǘƭƛǘŜǊŀŎȅέ ƛǎ ǎǘǊƻƴƎŜǊ ǘƘŀƴ 

άƭƛǘŜǊŀŎȅέΦ .ǳǘ ŘƻƴΩǘ ƳŀƪŜ ƛǘ ƻōǾƛƻǳǎΗ Lǘ ǿƻǳƭŘ ōŜ Ŝŀǎȅ ŦƻǊ ǎƻƳŜƻƴŜ ǘƻ ƎǳŜǎǎ ŀ ǇŀǎǎǿƻǊŘ 

ŀƭƻƴƎ ǘƘŜ ƭƛƴŜǎ ƻŦ ά!./[ƛǘŜǊŀŎȅ!ƎŜƴŎȅέΦ 

5. 5ƻƴΩǘ ǳǎŜ ƻōǾƛƻǳǎ ƎŜƴŜǊƛŎ ǿƻǊŘǎ ƻǊ ǇƘǊŀǎŜǎ ƭƛƪŜ άǇŀǎǎǿƻǊŘέ ƻǊ άŀōŎмноέΦ ό¸ƻǳΩŘ ōŜ 

ǎǳǊǇǊƛǎŜŘ ŀǘ Ƙƻǿ Ƴŀƴȅ ǇŜƻǇƭŜ Řƻ ǘƘƛǎΦύ 5ƻƴΩǘ ǳǎŜ ȅƻǳǊ ŜƳŀƛƭ ŀŘŘǊŜǎǎΣ ȅƻǳǊ {ƻŎƛŀƭ 

Insurance Number, or your name.  For a list of ƳƻǊŜ ŎƻƳƳƻƴƭȅ ǳǎŜŘ άōŀŘέ ǇŀǎǎǿƻǊŘǎ ǘƻ 

avoid, visit Top 25 common, attackable passwords  (via ZDNet).  

6. Longer is better. Short ǇŀǎǎǿƻǊŘǎ ŀǊŜ ƳƻǊŜ ƭƛƪŜƭȅ ǘƻ ōŜ ƘŀŎƪŜŘΦ DƻƻƎƭŜΩǎ άGood to 

Knowέ ǎite reports that there are almost one quintillion possible 10-character 

ǇŀǎǎǿƻǊŘǎΗ ¢ƘŀǘΩs a lot of possibilities! 

7. Mix up numbers, letters and special characters. This makes passwords harder to crack. 

CƻǊ ŜȄŀƳǇƭŜΣ άōŜƭƭŜǾƛƭƭŜмноǎŀŦŀǊƛІέ ǿƻǳƭŘ ōŜ ƳƻǊŜ ǎŜŎǳǊŜ ǘƘŀƴ Ƨǳǎǘ άbellevillesafariέΦ 

8. ¢ǳǊƴ ŀ ǇƘǊŀǎŜ ƛƴǘƻ ŀ ǇŀǎǎǿƻǊŘΦ CƻǊ ŜȄŀƳǇƭŜΣ ŎƘƻƻǎŜ ŀ ǇƘǊŀǎŜ ǎǳŎƘ ŀǎ άhǳǊ ŀŘǳƭǘ ƭƛǘŜǊŀŎȅ 

ŀƎŜƴŎȅ ƻŦŦŜǊǎ ŎƭŀǎǎŜǎ ŦƛǾŜ Řŀȅǎ ŀ ǿŜŜƪέ ŀƴŘ ŎǊŜŀǘŜ ŀ ǇŀǎǎǿƻǊŘ ǳǎƛƴƎ the corresponding 

letters and numbers: Oalaoc5daw. 

9. You can use online tools such as aƛŎǊƻǎƻŦǘΩǎ {ŀŦŜǘȅ ŀƴŘ {ŜŎǳǊƛǘȅ /ŜƴǘǊŜ to check the 

strength of your password. 

10. LŦ ȅƻǳΩǊŜ ǎǘǳƳǇŜŘΣ ŀƴŘ ȅƻǳ ŎŀƴΩǘ ŎƻƳŜ ǳǇ ǿƛǘƘ ŀ ǎǘǊƻƴƎ ǇŀǎǎǿƻǊŘΣ ƎƛǾŜ ǘƘŜ Strong 

Password Generator tool a try. 

http://www.zdnet.com/top-25-common-attackable-passwords-stop-using-ninja-and-jesus-7000006373/
http://www.google.com/intl/en_CA/goodtoknow/
http://www.google.com/intl/en_CA/goodtoknow/
http://www.microsoft.com/en-gb/security/default.aspx
http://strongpasswordgenerator.com/
http://strongpasswordgenerator.com/
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Safe Surfing 

When you are involved in marketing and promoting 

your agency using social media, you are also going to 

ōŜ άǎǳǊŦƛƴƎ ǘƘŜ ΨƴŜǘέΣ ƭƻƻƪƛƴƎ ŦƻǊ ǊŜǎƻǳǊŎŜǎΣ ǊŜŀŘƛƴƎ 

blogs, visiting ƻǘƘŜǊ ŀƎŜƴŎƛŜǎΩ ǎƻŎƛŀƭ ƳŜŘƛŀ ǎƛǘŜǎΣ 

sharing posts and Tweets, and so on. Here are some 

tips and ideas to help you stay safe online and keep 

your computer virus-free. 

1. Stay up-to-date. Take advantage of built-in updating tools provided by both Windows 

and Mac operating systems. Often, the updates provided by these systems include 

security patches that can help you stay safe. 

2. Do not download programs or software from unfamiliar sites. They may contain 

malware or viruses. 

3. Never click on email links that ask you to verify banking account information. Banks will 

NEVER send this type of request. 

4. 5ƻƴΩǘ ƻǇŜƴ ŜƳŀƛƭ ŀǘǘŀŎƘƳŜƴǘǎ ƻǊ ŎƭƛŎƪ ƻƴ ƭƛƴƪǎ ŦǊƻƳ ǎƻƳŜƻƴŜ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿΦ LŦ ȅƻǳ Řƻ 

know the sender, but the emŀƛƭ ƛǎƴΩǘ ƛƴ ŎƘŀǊŀŎǘŜǊ ŦƻǊ ǘƘŀǘ ǇŜǊǎƻƴΣ ŘƻƴΩǘ ŎƭƛŎƪ ƻƴ ǘƘŜ ƭƛƴƪΦ 

5. 5ƻƴΩǘ ŎƭƛŎƪ ƻƴ ƭƛƴƪǎ ǘƘŀǘ ƻŦŦŜǊ ǘƻ ǎƘƻǿ ȅƻǳǊ ŦŀǾƻǳǊƛǘŜ ŎŜƭŜōǊƛǘȅ ŘƻƛƴƎ ǎƻƳŜǘƘƛƴƎ 

άƛƴǘŜǊŜǎǘƛƴƎέΦ 

6. .Ŝ ŎŀǊŜŦǳƭ ƻŦ ƭƛƴƪǎ ƻƴ ¢ǿƛǘǘŜǊΣ ǇŀǊǘƛŎǳƭŀǊƭȅ ƛŦ ȅƻǳ ŘƻƴΩǘ ƪƴƻǿ ǘƘŜ ǎƻǳǊŎŜΦ ¢ǊǳǎǘŜŘ ƴŜǿǎ 

sites such as television networks and newspapers are generally safe. Some applications 

(e.g., TweetDeck) will show the full URL before you click on it, which can help you 

ŘŜǘŜǊƳƛƴŜ ƛŦ ƛǘΩǎ ŀ ǎŀŦŜ ƭƛƴƪΦ 

7. Be careful when downloading music and videos. Use trusted sites such as iTunes to 

purchase digital content. YouTube and Vimeo are good choices for free video content, 

but be careful with YouTube links to movies or television shows. File sharing sites that 

offer free content (e.g., Pirate Bay, Torrentz) are especially dangerous. If you want to 

watch a movie or television show, look for it on a reputable network or broadcast 

website (CTV, CBC, Global, Netflix, etc.). 
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8. Be careful with web searches. Although search engines such as Google, Bing and others 

are very useful tools when it comes to finding information on the internet, occasionally 

they may also inadvertently provide you with search results that lead to malware and 

other problems. Most security software will alert you to dangerous websites, but in 

general, choose search results from trusted sources and familiar websites where 

possible. 

9. ¦ǎŜ Ŏŀǳǘƛƻƴ ǿƘŜƴ ƛƴǎǘŀƭƭƛƴƎ ŀǇǇƭƛŎŀǘƛƻƴǎ ƻƴ CŀŎŜōƻƻƪΦ ¢ƘŜǊŜ ŀǊŜ ƴƻ ƭŜƎƛǘƛƳŀǘŜ άŘƻ ƴƻǘ 

ƭƛƪŜέ ōǳǘǘƻƴǎ ŀƴŘ ƴo legitimate applications that let you see who viewed your Facebook 

profile. Avoid these applications along with quizzes about which Harry Potter character 

you are, or similar applications that require you to download and install anything. 

Facecrooks is a good source of information about Facebook scams and dangerous 

applications. 

10. LŦ ƛǘ ƭƻƻƪǎ ǘƻƻ ƎƻƻŘ ǘƻ ōŜ ǘǊǳŜΣ ƛǘ ǇǊƻōŀōƭȅ ƛǎΦ !ǾƻƛŘ ǎŎŀƳǎ ǎǳŎƘ ŀǎ άŎƭƛŎƪ ƘŜǊŜ ŦƻǊ ŀ ŦǊŜŜ 

Ϸмлл ƎƛŦǘ ŎŀǊŘέΦ /ƻƳǇŀƴƛŜǎ ǎƛƳǇƭȅ Řƻ ƴƻǘ ƻŦŦŜǊ ǘƘŀǘ ƪƛƴŘ ƻŦ ŘŜŀƭΗ hŦǘŜƴ ǘƘŜǎŜ ƭƛƴƪǎ ŀǊŜ 

simply a way for spammers to get your email. A good source of information on scams 

and other questionable internet content is Snopes. 

11. Be careful where and how you share your personal information online. Everyone has a 

different comfort level when it comes to what they are willing to share. Some people 

are comfortable using sites such as Facebook and Twitter. Some people use their real 

names and post personal pictures, while others prefer to use a pseudonym and/or an 

avatar. Do not post your home address or telephone number on social media sites. As 

mentioned earlier, you can avoid using your personal social media accounts by setting 

up organizational accounts. 

12. Create an email address specifically for social media sites and for website registration. 

Even legitimate and trusted sites may use your email to send you information or 

advertising that you are not really interested in. Many people create an email 

specifically for their online activity to keep their main email clean and uncluttered. 

When posting from your organizational profile or account, be sure to use a generic 

organizational email (e.g., info@myagency.com) rather than your regular work email. 

13. CƛƴŀƭƭȅΣ ōŜ ŀ ƭƛǘǘƭŜ ǇŀǊŀƴƻƛŘΗ ¢Ƙƛǎ ƛǎƴΩǘ ŀŘǾƛŎŜ ǿŜ ǳǎǳŀƭƭȅ ƎƛǾŜΣ ōǳǘ ƛǘ ŘƻŜǎƴΩǘ ƘǳǊǘ ǘƻ ōŜ ǘƻƻ 

careful. 

http://facecrooks.com/
http://facecrooks.com/
http://www.snopes.com/
mailto:info@myagency.com
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Security Software 

Literacy educators, administrators, learners and volunteers are spending increasing amounts of 

time online. So how do we know what is safe? How can we avoid clicking on an interesting link 

and unknowingly downloading a virus or malware to our computer? 

The first line of defense to staying safe while browsing online is to install reliable security 

software. If your computer comes with security software already installed, be sure you know 

how to set it up and use it. There are some free and low-cost options available, but often they 

offer limited protection, so you will need to spend a bit of money to gain more security. Many 

software providers will allow you to download a free trial to test out the software. You may also 

purchase licenses to protect multiple computers in your agency. Most security software will 

alert you if a link or website is potentially unsafe, which can save you time, trouble and money. 

Some of the popular security software choices include: 

¶ AVG Security 

¶ BitDefender 

¶ McAfee 

¶ Norton (Symantec) 

¶ Trend Micro 

Top Ten Reviews offers a comprehensive review of security software. This list, which is updated 

frequently, may help you choose the right product for your needs and budget. If you need more 

information to help you make that choice, be sure to read the following helpful articles from 

About.com and TechNews Daily. 

  

http://avg.com/
http://www.bitdefender.com/
http://www.mcafee.com/ca
http://www.symantec.com/
http://www.trendmicro.com/
http://internet-security-suite-review.toptenreviews.com/?cmpid=ttr-snd
http://antivirus.about.com/od/antivirussoftwarereviews/a/virusprotect.htm
http://www.technewsdaily.com/7966-best-internet-security-software.html
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Staying Safe with Wi-Fi  

LǎƴΩǘ ƛǘ ǿƻƴŘŜǊŦǳƭ ǘƘŀǘ ǿŜ Ŏŀƴ ōŜ ŎƻƴƴŜŎǘŜŘ ŀƭƳƻǎǘ ŀƴȅǿƘŜǊŜ ǿŜ Ǝƻ, thanks to wireless internet 

connections and mobile devices? However, just like everything else associated with digital 

technology, the benefits also come with risks. 

Within your workplace, wireless connections should be set up as secure networks to that only 

authorized people can access them. This not only helps protect your privacy and your data, it 

can also keep unwanted people from using your account beyond its pre-paid limits, which could 

cost your organization a lot of money! 

When you are travelling ŀƴŘ ŀǿŀȅ ŦǊƻƳ ȅƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ƴŜǘǿƻǊƪ ŀƴŘ ȅƻǳ ƴŜŜŘ ǘƻ ǳǎŜ 

another wireless connection (e.g., in a hotel, a coffee shop, or an airport), here are some tips to 

help keep you safe: 

¶ Turn off file sharing. That way, no one can access your data on a public or shared 

connection.  

On a PC, ƻǇŜƴ ȅƻǳǊ /ƻƴǘǊƻƭ tŀƴŜƭ ŀƴŘ Ǝƻ ǘƻ άbŜǘǿƻǊƪ ŀƴŘ LƴǘŜǊƴŜǘέΦ ¢ƘŜƴΣ ŦǊƻƳ ǘƘŜ ƳŜƴǳ ƻƴ 

ǘƘŜ ƭŜŦǘ ǎƛŘŜΣ ŎƘƻƻǎŜ άŎƘŀƴƎŜ ŀŘǾŀƴŎŜŘ ǎƘŀǊƛƴƎ ǎŜǘǘƛƴƎǎέΦ IŜǊŜ ȅƻǳ ǿƛƭƭ ŦƛƴŘ ŀ ǾŀǊƛŜǘȅ ƻŦ ƻǇǘƛƻƴǎΣ 

including file sharing and public folder sharing that you can turn off when travelling. You can 

easily turn them back on if you share files at home or with other trusted users. 
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hƴ ŀ aŀŎ ŎƻƳǇǳǘŜǊΣ Ǝƻ ƛƴǘƻ ȅƻǳǊ {ȅǎǘŜƳ tǊŜŦŜǊŜƴŎŜǎΣ ŀƴŘ ǘƘŜƴ ŎƘƻƻǎŜ ά{ƘŀǊƛƴƎέΦ aŀƪŜ ǎǳǊŜ 

ǘƘŀǘ ǘƘŜ άƻƴέ ōǳǘǘƻƴ ƛǎ ƴƻǘ ǘƛŎked beside file sharing.   

 

 

¶ Turn on firewall protection. This stops any attempts to connect to your computer. 

¶ Keep your security software running. This ensures that attempts to access your 

computer are blocked. 

¶ Password protected connections are generally safer than open connections. Look for 

ǘƘŜ ƭƻŎƪŜŘ ǇŀŘƭƻŎƪ ƛŎƻƴ ƻƴ ǘƘŜ ƭƛǎǘ ƻŦ ŀǾŀƛƭŀōƭŜ ƴŜǘǿƻǊƪǎΦ hŦ ŎƻǳǊǎŜΣ ȅƻǳΩƭƭ ƴŜŜŘ ǘƻ ƪƴƻǿ 

the password to be able to use these networks! 

¶ Avoid accessing highly sensitive information, such as 

bank accounts, on a public network. If you do need to 

access sensitive information, look for a locked 

padlock icon in the corner of the browser window 

and make sure that the web address begins with 

https (this indicates a secure site). 
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¶ Consider purchasing and setting up a Virtual Private Network (VPN), especially if your 

work requires you to travel frequently. This is the most secure way to use public 

networks. t/²ƻǊƭŘΩǎ 9ǊƛŎ DŜƛŜǊ ǿǊƻǘŜ ŀ ƘŜƭǇŦǳƭ ŀƴŘ ƛƴŦƻǊƳŀǘƛǾŜ blog entry about VPNs 

that explains why you should use one and how to set one up. 

¶ LŦ ȅƻǳ ŘƻƴΩǘ ƴŜŜŘ ǘƻ ǳǎŜ ǘƘŜ ƛƴǘŜǊƴŜǘΣ ǘǳǊƴ ƻŦŦ 

your wireless connection ǎƻ ǘƘŀǘ ƛǘ ŘƻŜǎƴΩǘ 

connect without you knowing.  

!ǾƻƛŘ ǘƘŜ άŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƻƴƴŜŎǘέ ǎŜǘǘƛƴƎ ǎƻ 

ǘƘŀǘ ȅƻǳǊ ŎƻƳǇǳǘŜǊ ŘƻŜǎƴΩǘ ŎƻƴƴŜŎǘ ǿƛǘƘƻǳǘ 

you knowing. 

On a PC, go into the Control Panel and choose 

the Network and Sharing Centre. Then, 

ŎƘƻƻǎŜ άŎƻƴƴŜŎǘ ǘƻ ŀ ƴŜǘǿƻǊƪέΦ ¸ƻǳ ǿƛƭƭ ǎŜŜ ŀ 

list of all available wi-fi networks.  

When choosing the network in your home or 

ŀ ǘǊǳǎǘŜŘ ƭƻŎŀǘƛƻƴΣ ƭŜŀǾŜ ǘƘŜ άŀǳǘƻƳŀǘƛŎŀƭƭȅ 

ŎƻƴƴŜŎǘέ ƻǇǘƛƻƴ ŎƘŜŎƪŜŘΣ ōǳǘ ǿƘŜƴ ŎƘƻƻǎƛƴƎ 

a network in a public setting such as a hotel, 

airport or coffee shop, uncheck the 

άŀǳǘƻƳŀǘƛŎŀƭƭȅ ŎƻƴƴŜŎǘέ ōƻȄΦ  

On a Mac, open your System 

Preferences, and then choose the 

Network icon. In the dialogue box 

that appears, you can choose to turn 

wi-fi off, and you can also select the 

option to be asked if you want to 

join new networks that are available. 

¶ If you are using a free Wi-Fi connection in a public setting, be sure that you are 

connecting to the right network. Sometimes hackers will set up a fake network that 

gives them access to your information. Ask the store or restaurant employees what the 

name of the network is. 

http://www.pcworld.com/article/2030763/how-and-why-to-set-up-a-vpn-today.html
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Risk to Reputation 

Social media allows organizations to create an online presence and to interact with global 

communities on a virtually instant basis. While this makes social media a very powerful tool for 

marketing for non-profit agencies, it also represents a real risk to organizational reputation. 

Here are some strategies to help you develop and maintain an effective and vibrant 

ƻǊƎŀƴƛȊŀǘƛƻƴŀƭ ǎƻŎƛŀƭ ƳŜŘƛŀ ǇǊƻŦƛƭŜ ǿƛǘƘƻǳǘ ŘŀƳŀƎƛƴƎ ȅƻǳǊ ŀƎŜƴŎȅΩǎ ǊŜǇǳǘŀǘƛƻƴΦ 

Many people use tools like HootSuite or TweetDeck which allow you to post from both your 

personal and organizational social media profiles without having to log in and out of each one 

separately. While these are terrific time-savers, always be sure that you are posting from the 

right profile. There are plenty of examples of staff members accidentally posting personal 

ǘǿŜŜǘǎ ŀƴŘ ŎƻƳƳŜƴǘǎ ƻƴ ǘƘŜ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ŀŎŎƻǳƴǘΗ 

Think before you click. Sometimes, you might want to share a bit of humour with your 

organizational followers. Take a moment to consider if the humour might be offensive to some 

readers. Fortunately, there are plenty of non-controversial photos and funny posts circulating 

on social media that you can share. 

aƻƴƛǘƻǊ ȅƻǳǊ ǎƻŎƛŀƭ ƳŜŘƛŀ ŀŎŎƻǳƴǘǎΦ ²ƘƛƭŜ ƛǘΩǎ ƎǊŜŀǘ 

ǘƻ Ǉƻǎǘ ǊŜƎǳƭŀǊƭȅΣ ƛǘΩǎ ŀƭǎƻ ƛƳǇƻǊǘŀƴǘ ǘƻ ǊŜŀŘ ǿƘŀǘ ȅƻǳǊ 

followers might be posting to your account. 

Sometimes people will post spam or inappropriate 

content, so you want to remove this as soon as 

possible. Leaving your accounts unmonitored leaves 

you exposed to reputational risk. You can easily set up 

alerts from your social media profiles that will let you 

know when someone has posted to your wall or 

mentioned you in a tweet, so you can easily keep an 

eye on your accounts without having to log in multiple 

times each day. 

It takes 20 years to build a reputation and five minutes to ruin it. If you think about 

ǘƘŀǘΣ ȅƻǳΩƭƭ Řƻ ǘƘƛƴƎǎ ŘƛŦŦŜǊŜƴǘƭȅΦ 

~ Warren Buffett 

https://hootsuite.com/
https://tweetdeck.twitter.com/
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!ǇǇƻƛƴǘ ŀ ǎƻŎƛŀƭ ƳŜŘƛŀ ǎǇƻƪŜǎǇŜǊǎƻƴ ƻǊ άƭŜŀŘέΦ One or two people in your organization should 

be given the responsibility to maintain your social media accounts. This allows for consistency 

in messages and makes it easier to adhere to your social media policies. It also reduces your 

exposure to reputational risk. 

Sharing pictures and personal stories on social media can be a very powerful tool for non-profit 

agencies when it comes to marketing and promotion. However, be sure that you have the 

proper consent from anyone appearing in any photographs or videos that you post on any of 

your social media accounts or on your website. Be sure that everyone understands that their 

picture may be shared far and wide by hundreds or even thousands of people. Always double-

check to make sure that everyone involved ς staff, students, clients, volunteers ς is aware of 

just where their picture will be shared and how it will be used.  
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Sample Policies 

LŦ ȅƻǳ ƘŀǾŜƴΩǘ ȅŜǘ ŎǊŜŀǘŜŘ ŀ ǎƻŎƛŀƭ ƳŜŘƛŀ ǇƻƭƛŎȅ ŦƻǊ ȅƻǳǊ ŀƎŜƴŎȅΣ /ƻƳƳǳƴƛǘȅ [ƛǘŜǊŀŎȅ ƻŦ hƴǘŀǊƛƻ 

encourages you to use our Social Media Guidelines to help you develop your policy: 

Community Literacy of Ontario believes in using social media in a way that informs, inspires and 

shows respect for people. 

4Ï ÅÎÓÕÒÅ Á ÐÒÏÆÅÓÓÉÏÎÁÌ ÏÎÌÉÎÅ ÐÒÅÓÅÎÃÅȟ #,/ȭÓ ÓÏÃÉÁÌ ÍÅÄÉÁ ÁÃÃÏÕÎÔÓ ×ÉÌÌ ÆÏÌÌÏ× ÔÈÅÓÅ 

procedures: 

¶ No staff member or volunteer Ƴŀȅ ŎǊŜŀǘŜ ŀƴȅ ƪƛƴŘ ƻŦ ŀ ǎƻŎƛŀƭ ƳŜŘƛŀ ŀŎŎƻǳƴǘ ƛƴ /[hΩǎ 
name without approval from management 

¶ Only people approved by management may make social media postings on /[hΩǎ behalf  

¶ /[hΩǎ ƳŀƴŀƎŜƳŜƴǘ ǿƛƭƭ ŜƴǎǳǊŜ ǘƘŀǘ ŀƭƭ ǎƻŎƛŀƭ ƳŜŘƛŀ ŀŎŎƻǳƴǘǎ ƘŀǾŜ ǇǊƻǇŜǊ ǎŜŎǳǊƛǘȅ ŀƴŘ 
privacy controls 

¶ Lǘ ƛǎ ǘƘŜ ǊŜǎǇƻƴǎƛōƛƭƛǘȅ ƻŦ /[hΩǎ ƳŀƴŀƎŜƳŜƴǘ ǘƻ ŜƴǎǳǊŜ ǘƘŀǘ ŀƭƭ ǇƻǎǘƛƴƎǎ ƳŀŘŜ ōȅ /[h are 
appropriate 

 
All social media postings made by CLO will: 

¶ Show respect for human dignity 

¶ Respect the spirit of the Ontario Human Rights Code 

¶ wŜǎǇŜŎǘ /[hΩǎ ŎƻǊŜ ǾŀƭǳŜǎ 

¶ wŜǎǇŜŎǘ ǇŜƻǇƭŜΩǎ ǇǊƛǾŀŎȅ ŀƴŘ ŎƻƴŦƛŘŜƴǘƛŀƭƛǘȅ 
 
CLO considers the following types of postings by us or others on our Facebook or other social 
media sites to be unacceptable: 

¶ Defamatory or offensive postings, including swear words or verbal abuse 

¶ Postings that are racist or sexist in nature or are a violation of human rights 

¶ Postings that are against the spirit of the Human Rights Code 

¶ Postings that are politically partisan or sectarian in nature 

¶ Postings from external individuals or organizations that are intended to solicit business 
for an external individual or company 

¶ Spam comments 
 
Unacceptable comments will be removed from our social media accounts. Repeat offenders will 
be warned and, if necessary, banned from our social media accounts. 

  

http://www.communityliteracyofontario.ca/about-us/social-media-policy/
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Sample Social Media Policy  
 

This policy was created based on a number of examples that CLO found during the course of its 

research for this project.  

Our workplace supports the responsible use of social media. Therefore, we have prepared the 

following policies to guide the use of social media. 

¶ In order to maintain personal privacy, staff members who participate in social media in 

the workplace are encouraged to establish a work-related social media profile that is 

separate from their personal profile. 

¶ Staff members who participate in work-related social media will ensure that strong 

privacy controls are used, and that these controls are reviewed and updated regularly. 

¶ hƴƭȅ ŀǳǘƘƻǊƛȊŜŘ ƛƴŘƛǾƛŘǳŀƭǎ Ƴŀȅ Ǉƻǎǘ ǳǇŘŀǘŜǎ ǘƻ ƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎƻŎƛŀƭ ƳŜŘƛŀ 

accounts, website and other online presences. 

¶ !ƴȅ ƛƴŦƻǊƳŀǘƛƻƴ ǇƻǎǘŜŘ ǘƻ ƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ ǎƻŎƛŀƭ ƳŜŘƛŀ ŀŎŎounts, website or other 

online presences will avoid controversial topics and will respect human rights and 

dignity. 

¶ LƴŀǇǇǊƻǇǊƛŀǘŜ ǇƘƻǘƻƎǊŀǇƘǎ ŀƴŘκƻǊ ƭŀƴƎǳŀƎŜ ǿƛƭƭ ōŜ ŘŜƭŜǘŜŘ ŦǊƻƳ ƻǳǊ ƻǊƎŀƴƛȊŀǘƛƻƴΩǎ 

social media accounts. 

¶ No staff member, volunteer, client or student may create a social media account for our 

organization without approval from management. 

¶ No staff member, volunteer, client or student may post or tag the name, photograph or 

other identifying information of another staff member, volunteer, client or student 

ǿƛǘƘƻǳǘ ǘƘŀǘ ƛƴŘƛǾƛŘǳŀƭΩǎ ƪƴƻǿƭŜŘƎŜ ŀƴŘ ǇŜǊƳƛǎǎƛƻƴΦ 
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Sample Digital Technology Policy  
 

The following policy was developed by CLO staff, based on numerous examples that we found in 

our research. It is a very comprehensive policy and may include more detail than some agencies 

need, but it can be adapted to suit individual agency needs. 

Our workplace wishes to encourage the correct and proper use of digital technology and 

expects that technology is used during the normal course of work. We wish to encourage 

appropriate internet use. This policy outlines how our staff and volunteers can use digital 

technology professionally, ethically and lawfully, while maintaining the safety and security of 

information and property, without compromising confidentiality. 

Our workplace provides internet access for its staff, volunteers, clients and students for 

learning, teaching and administrative purposes. Internet use may be subject to monitoring, 

including sites visited, as allowed by law. Any individual using digital technology inappropriately 

could put our workplace and/or its employees, volunteers, clients and students at risk. 

No one shall: 

¶ Access, display, print, upload, share or download offensive or inappropriate material. 

This includes (but is not limited to) material related to pornography, mature content, 

gambling, illegal substances, racism, sexism, violence and/or illegal activity; 

¶ Knowingly create, download, upload or transmit data or material that can corrupt or 

ŘŜǎǘǊƻȅ ƻǘƘŜǊ ǳǎŜǊǎΩ Řŀǘŀ ŀƴŘκƻǊ ƘŀǊŘware; 

¶ Disclose financial or operational information that is not public; 

¶ Disclose or share personal information about other employees, volunteers, clients 

and/or students; 

¶ Publish or reproduce material that belongs to others, without their knowledge and 

permission. Any material that is shared will be attributed and sourced appropriately and 

accurately; and 

¶ All volunteers and staff members shall create and use strong, secure passwords. These 

passwords will be kept confidential and only be shared as needed with approved 

individuals. 
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Myth Busters 

There are plenty of myths around cyber risks 

ŀƴŘ ǘŜŎƘƴƻƭƻƎȅ ƛƴ ƎŜƴŜǊŀƭΦ Lƴ ǘƘƛǎ ǎŜŎǘƛƻƴΣ ǿŜΩƭƭ 

separate some of the common myths from 

fact.  

 

I installed security software years ago, so 

���ï�•���•�ƒ�ˆ�‡�ä 

Security software can be very valuable and can definitely help you avoid dangerous websites or 

unsafe files, but in order for it to be effective, it needs to be updated regularly. New internet 

viruses and scams are constantly being invented, and good security software companies will 

provide updates to keep you protected from the latest threats. 

 

�����—�•�‡���ƒ�����ƒ�…�á���•�‘�����ï�•���•�ƒ�ˆ�‡ 

While Apple and Macintosh products are less likely to become infected, Apple and Mac users 

can transmit infected files or links (often without knowing). If you are a Mac user, be sure to 

ǘŀƪŜ ǇǊŜŎŀǳǘƛƻƴǎ ǘƻ ŀǾƻƛŘ ƛƴŀŘǾŜǊǘŜƴǘ ǎƘŀǊƛƴƎ ƻŦ ǾƛǊǳǎŜǎ ŀƴŘ ƛƴŦŜŎǘŜŘ ŦƛƭŜǎΦ ¸ƻǳ ŘƻƴΩǘ ǿŀƴǘ ǘƻ ōŜ 

known as the Typhoid Mary of the internet world! 

 

�����•�‡�˜�‡�”���†�‘�™�•�Ž�‘�ƒ�†���ƒ�•�›�–�Š�‹�•�‰�á���•�‘�����ï�•���•�ƒ�ˆ�‡ 

¦ƴŦƻǊǘǳƴŀǘŜƭȅΣ ŎƻƳǇǳǘŜǊ άƛƴŦŜŎǘƛƻƴǎέ Ŏŀƴ ōŜ caught from more than downloads. Some 

ǿŜōǎƛǘŜǎ ŀǊŜ ǎŜǘ ǳǇ ŀǎ άǇƘƛǎƘƛƴƎέ ǎƛǘŜǎ, which means that they look like legitimate websites but 

are, in fact, designed to steal your information. Good security software can help identify these 

dangerous sites so you can avoid them. It is also good to know some communications basics, 

such as the fact that banks will never send you an email asking you to go to a website to update 

or verify your password. This type of email should be deleted immediately.  

 

�����†�‘�•�ï�–���‰�‘���–�‘���’�‘�”�•���‘�”���‰�ƒ�•�„�Ž�‹�•�‰���•�‹�–�‡�•�á���•�‘�����ï�•���•�ƒ�ˆ�‡ 

Legitimate websites can be compromised or hacked into, so it is possible to be scammed at any 

website. There are also dangerous websites that pose as legitimate sites, and it can be difficult 

to identify them without security software. 


